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Critical Systems SpecificationCritical Systems Specification

CIS/CSE 583CIS/CSE 583

Types of RequirementsTypes of Requirements

 FunctionalFunctional
 Error checking, recoveryError checking, recovery
 Protection against system failuresProtection against system failures

 Non-functionalNon-functional
 Reliability, availabilityReliability, availability

 ““Shall notShall not””
 Proscribe unsafe or insecure behaviorsProscribe unsafe or insecure behaviors
 Can sometimes be expressed as functionalCan sometimes be expressed as functional

requirementsrequirements

Factors in Computer-basedFactors in Computer-based
System ReliabilitySystem Reliability

 Hardware reliabilityHardware reliability
 What is the probability of a hardware componentWhat is the probability of a hardware component

failing, and for how long?failing, and for how long?

 Software reliabilitySoftware reliability
 How likely is it that software will produce bogusHow likely is it that software will produce bogus

results?  Software doesnresults?  Software doesn’’t wear out.t wear out.

 Operator reliabilityOperator reliability
 How likely is it that the human operator will makeHow likely is it that the human operator will make

an error?an error?
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LinkagesLinkages

 Hardware errors can trigger unexpectedHardware errors can trigger unexpected
signals or input to softwaresignals or input to software

 Software can behave in unexpected waysSoftware can behave in unexpected ways
 Strange behavior confuses operatorStrange behavior confuses operator
 Confused, stressed operator makes mistakeConfused, stressed operator makes mistake

in handling situationin handling situation
 Mistaken reaction further destabilizes theMistaken reaction further destabilizes the

systemsystem

Reliability Metrics IReliability Metrics I

 Probability of Failure on Demand (POFOD):Probability of Failure on Demand (POFOD):
likelihood the system will fail when a requestlikelihood the system will fail when a request
for service is made.  A POFOD of 0.001for service is made.  A POFOD of 0.001
means that 1 in 1000 requests will fail.means that 1 in 1000 requests will fail.

 Rate of Failure Occurrence (ROCOF): likelyRate of Failure Occurrence (ROCOF): likely
frequency of occurrence for unexpectedfrequency of occurrence for unexpected
behavior.  ROCOF of 2/100 means 2 failuresbehavior.  ROCOF of 2/100 means 2 failures
in 100 time units (also called failure intensity)in 100 time units (also called failure intensity)

Reliability Metrics IIReliability Metrics II

 Mean time to failure (MTTF): the averageMean time to failure (MTTF): the average
time between system failures.  An MTTF oftime between system failures.  An MTTF of
500 means that we expect one failure every500 means that we expect one failure every
500 units.500 units.

 Availability (AVAIL): probability that a systemAvailability (AVAIL): probability that a system
will be available for use at a given time.  Anwill be available for use at a given time.  An
AVAIL of 0.998 means that for any 1000 timeAVAIL of 0.998 means that for any 1000 time
units, the system is likely to be available forunits, the system is likely to be available for
998 of them.998 of them.
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Meaning of Meaning of ““TimeTime”” in Metrics in Metrics

 Time might be calendar time, processor time,Time might be calendar time, processor time,
or discrete units such as transactionsor discrete units such as transactions

 Systems with continuous loadSystems with continuous load——calendar timecalendar time
is fineis fine

 Systems idle most of the timeSystems idle most of the time——processorprocessor
time is bettertime is better

 Transaction processing systems with variable-Transaction processing systems with variable-
demand load (reservation systems or ATMs)demand load (reservation systems or ATMs)
are more concerned with ROCOF and mightare more concerned with ROCOF and might
measure time units as transactionsmeasure time units as transactions

MeasurementsMeasurements

 Measure number of system failuresMeasure number of system failures
over a large batch of requests toover a large batch of requests to
determine POFOD.determine POFOD.

 Time or number of transactionsTime or number of transactions
between observed failures, for ROCOFbetween observed failures, for ROCOF
and MTTF.and MTTF.

 Elapsed repair/restart time once failureElapsed repair/restart time once failure
occurs.  This affects AVAIL.occurs.  This affects AVAIL.

Useless Non-functionalUseless Non-functional
RequirementsRequirements

 ““The software shall be reliable under normalThe software shall be reliable under normal
useuse””
 What does that mean?  How will we measure it?What does that mean?  How will we measure it?

 ““At most N faults per 1000 lines of code.At most N faults per 1000 lines of code.””
 If we canIf we can’’t tell when all faults have beent tell when all faults have been

discovered, how can we know this?discovered, how can we know this?
 Remember that failures are faults in action, andRemember that failures are faults in action, and

wewe’’re measuring failuresre measuring failures
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Steps in Establishing ReliabilitySteps in Establishing Reliability
Specification ISpecification I

 For each sub-system, identify theFor each sub-system, identify the
different types of possible systemdifferent types of possible system
failure, and the consequences of thesefailure, and the consequences of these
failuresfailures

 From that analysis, classify the failuresFrom that analysis, classify the failures
into appropriate classes (see next slide)into appropriate classes (see next slide)

Failure ClassesFailure Classes

 Transient/PermanentTransient/Permanent
 T: occurs only with certain inputsT: occurs only with certain inputs
 P: occurs with all inputsP: occurs with all inputs

 Unrecoverable/recoverableUnrecoverable/recoverable
 System does (R: does not) require operatorSystem does (R: does not) require operator

intervention to recoverintervention to recover

 Corrupting/Non-CorruptingCorrupting/Non-Corrupting
 Failure does (N: does not) corrupt system state orFailure does (N: does not) corrupt system state or

datadata

Steps in Establishing ReliabilitySteps in Establishing Reliability
Specification IISpecification II

 For each class define the reliabilityFor each class define the reliability
requirement using an appropriate metric.requirement using an appropriate metric.
 Unrecoverable Unrecoverable ⇒⇒ PODOF PODOF
 Recoverable Recoverable ⇒⇒ ROCOF ROCOF

 Identify functional reliabilityIdentify functional reliability
requirements to reduce the probabilityrequirements to reduce the probability
of critical failures, where appropriate.of critical failures, where appropriate.
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Example:  ATMExample:  ATM

 Machine used 300 times/dayMachine used 300 times/day
 Machine lifetime: 8 yearsMachine lifetime: 8 years
 Software upgraded every 2 yearsSoftware upgraded every 2 years
 1000 machines in network1000 machines in network
 300 / day * 730 days 300 / day * 730 days ≈≈ 200,000 transactions 200,000 transactions

per software release per machine.per software release per machine.
 300,000 trans. per day300,000 trans. per day
 Approx. 100,000,000 transactions on centralApprox. 100,000,000 transactions on central

database per yeardatabase per year

Broad Classes of FailuresBroad Classes of Failures

 Per-machine failuresPer-machine failures
 Central database failureCentral database failure
 Clearly, per-machine failures are moreClearly, per-machine failures are more

acceptable than system-wide failuresacceptable than system-wide failures

Examples of FailuresExamples of Failures

Never (define asNever (define as
1/200,000,000,01/200,000,000,0
00 transactions)00 transactions)

Pattern of trans.Pattern of trans.
on the networkon the network
corrupts databasecorrupts database

Transient,Transient,
corruptcorrupt

ROCOF,ROCOF,
1/1000 trans.1/1000 trans.

Mag Mag stripe canstripe can’’tt
be read from anbe read from an
undamaged cardundamaged card

Transient, non-Transient, non-
corrupt.corrupt.

ROCOF,ROCOF,
1/1000 days1/1000 days

System fails toSystem fails to
read any inputread any input
card; softwarecard; software
restart requiredrestart required

Permanent,Permanent,
non-corrupt.non-corrupt.



6

Note on TestingNote on Testing

 Note that it is not feasible to test the lastNote that it is not feasible to test the last
requirementrequirement

 Suppose we simulate the network and itSuppose we simulate the network and it
takes 1 second for a transactiontakes 1 second for a transaction

 300,000 seconds to simulate one day300,000 seconds to simulate one day
 But that itself is 3.5 days!But that itself is 3.5 days!

Safety SpecificationSafety Specification

 Do no harm (misquoting of theDo no harm (misquoting of the
Hippocratic oath)Hippocratic oath)

 See overheadSee overhead

Hazard and Risk AnalysisHazard and Risk Analysis

Hazard
identification

Preliminary safety
requirement

Risk reduction
assessment

Risk
assessment

Fault-tree
analysis

Hazard
decomposition

Risk analysis and
hazard classification

Hazard
description


